d e e p pac k e t i n s p e c t i o n : t h e e n d o f t h e i n t e r n e t a s w e k n ow i t ?

Deep Packet
Inspection:
The end of
the internet as
we know it?

M. Chris Riley
and Ben Scott
Free Press
March 2009

www.freepress.net
1

d e e p pac k e t i n s p e c t i o n : t h e e n d o f t h e i n t e r n e t a s w e k n ow i t ?

Ta b l e o f C o n t e n t s
3

Introduction

4

DPI History: Comcast and NebuAd

4

Comcast and Internet Blocking

5

NebuAd and Internet Monitoring

6

The Present Day: Prioritization on the Internet

6

Cox Communications

6

Queuing Winners and Losers

7

Risks to Innovation and the Internet

9

ZillionTV: The Future of Discrimination?

10

The Future: Monitoring and Monetizing Through DPI

10

Marketing DPI to Internet Service Providers

13

DPI Shortchanges Consumers

15

Endnotes

2

d e e p pac k e t i n s p e c t i o n : t h e e n d o f t h e i n t e r n e t a s w e k n ow i t ?

I n t r o d u ct i o n
During the explosive rise of the Internet, one fundamental principle governed: All users and all content
were treated alike. The physical network of cables and routers did not know or care about the user or
the content. The principle of nondiscrimination, or “Net Neutrality,” allowed users to travel anywhere
on the Internet, free from interference. Nondiscrimination, in various forms, has been a foundation of
communications law and policy for decades.
In the early days of the Internet, nondiscrimination was easy to uphold because it was not
technologically feasible for service providers to inspect messages and evaluate their content in real
time. But recently, electronics manufacturers have developed so-called Deep Packet Inspection (DPI)
technology capable of tracking Internet communications in real time, monitoring the content, and
deciding which messages or applications will get through the fastest.
Here’s how it works: Messages on the Internet are broken down into small units called packets. Each
packet contains a header and a data field. The header contains processing information, including the
source and destination addresses. The data field contains everything else, including the identity of the
source application (such as a Web browser request, a peer-to-peer transfer, or an e-mail), as well as the
message itself (part of the contents of a Web page, file or e-mail). Packets are much like letters – the
outside of the envelope is like the packet header, and the inside, like the data field, carries the message.
Historically, Internet communications were processed using only information in the header, because
only that information is needed to transfer packets from their source to their destination. By contrast,
DPI technology opens and reads the data field in real time, allowing network operators to identify and
control, at a precise level, everyday uses of the Internet. Operators can tag packets for fast-lane or slowlane treatment – or block the packets altogether – based on what they contain or which application sent
them.
The first DPI devices were used for manual troubleshooting of network problems and to block viruses,
worms and Denial of Service attacks. Initially, DPI was not powerful enough to monitor users’ Internet
communications in real time. But today, DPI is capable of far more than security – it enables new
revenue-generating capabilities through discrimination.
This new use of DPI is changing the game. In fact, improper use of DPI can change the Internet as
we know it – turning an open and innovative platform into just another form of pay-for-play media.
Although early uses of real-time DPI by ISPs have been geared toward targeted advertising and reducing
congestion, manufacturers market the technology for its ability to determine and control every use of
a subscriber’s Internet connection. When a network provider chooses to install DPI equipment, that
provider knowingly arms itself with the capacity to monitor and monetize the Internet in ways that
threaten to destroy Net Neutrality and the essential open nature of the Internet.

3

d e e p pac k e t i n s p e c t i o n : t h e e n d o f t h e i n t e r n e t a s w e k n ow i t ?

d p i h i s to r y: C o m c a s t a n d N e b uA d
The principle of nondiscrimination on the Internet has been codified in law in different ways over
the past 20 years. In the first years of network technologies, when users connected to the Internet
exclusively over telephone lines, the law of nondiscrimination was carried over from telephone
regulations. The rules in place at the Federal Communications Commission prohibited “unjust and
unreasonable discrimination” in the operation of phone service.1 Known as “common carriage,” this
regime governed network services for decades until the advent of broadband Internet access services led
Congress and the FCC down another path.
Under intense pressure from incumbent phone and cable companies, the FCC moved ISPs out from
under common carriage regulations, effectively lifting their nondiscrimination obligations.2 But the
FCC also issued an Internet Policy Statement, declaring that it would protect the rights of Internet users
to access the content and attach the devices of their choice.3 The decision to swap out regulations for
principles was based, in part, on assurances major broadband providers gave to the FCC that they would
not discriminate.4 But soon after, network operators began to concoct plans to create new revenue
streams by speeding up certain content at the expense of other content – in other words, discriminating.5
A major legislative debate followed in Congress – with cable and phone companies lining up on
one side and public interest groups and Internet innovators on the other – as to whether to reinstate
nondiscrimination rules (aka “Net Neutrality”) or to terminate them permanently. The outcome was a
deadlock, leaving the Internet Policy Statement as the only remaining line of defense for Internet users.

Comcast and Internet Blocking
A series of events in 2007 led to a high-profile case at the FCC testing the strength of the Internet Policy
Statement. It began when Comcast users started posting complaints on user message boards about
the cable operator’s treatment of peer-to-peer traffic. Though no one could identify quite how it was
happening, it appeared that Comcast was blocking file transfers between users. Robb Topolski, a
network engineer in Portland, Ore., cracked the code with a series of experiments in the fall of 2007.
Additional tests were done by Topolski, the Associated Press and the Electronic Frontier Foundation,
which collectively determined that Comcast was using DPI technology to identify packets coming
from peer-to-peer applications. Comcast was then secretly blocking those packets, while allowing other
packets to pass through unimpeded. Comcast’s actions presented a clear case of network discrimination.
In November 2007, Free Press and other public interest organizations filed a petition with the FCC to
demand that Comcast’s activities be stopped and ruled unlawful.6 After two public hearings, substantial
media attention, and overwhelming public opposition to the practice, the FCC ruled against Comcast
and ordered a halt to the company’s blocking practices.7 The ruling was a major victory for backers of
Net Neutrality. However, the FCC’s order fell short of making Net Neutrality the unambiguous law of
the land. The commission’s ruling found that ISPs could not block consumers from accessing online
content – but it did not squarely address the underlying issue of discrimination that stopped short of
blocking.
Following the commission’s order, Comcast stopped its peer-to-peer blocking practices and instituted
a new network management system that does not discriminate against or in favor of any Internet
applications.8 Comcast’s new system identifies neighborhoods that are growing substantially congested,
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and then identifies individual users within those neighborhoods that are using a substantial amount
of bandwidth, and slows down those heavy users for a short period of time.9 Although imperfect,10
Comcast has adopted a non-discriminatory network management regime that deals with congestion
without attempting to pick winners and losers on the Internet.

NebuAd and Internet Monitoring
The dangers of DPI are not limited to violations of Net Neutrality; they extend to violations of privacy
as well. Until its reorganization in 2008, a company called NebuAd offered an advertising service
to network providers. With this service, NebuAd devices would secretly sit at key places within the
network and monitor all consumer communications passing through the network, using DPI to
search within packets for URLs and search terms. The devices would then analyze some or all of that
traffic to identify consumer behavior patterns.11 But NebuAd’s activities went beyond information
gathering. NebuAd artificially inserted packets of data into the stream of traffic to redirect Web
browsers to a NebuAd-owned domain for the purpose of placing unsolicited tracking cookies on the
user’s computer.12
In March 2008, Internet users began detecting unsolicited cookies originating from NebuAd systems
put in place by ISPs without notice.13 In May 2008, NebuAd made headlines by announcing a targeted
advertising partnership with Charter Communications.14 After substantial pressure from public
interest groups, subcommittees from both the House15 and the Senate16 held hearings to investigate
the arrangement and NebuAd’s practices. As a result of intense negative feedback from Congress and
its customers, Charter terminated its arrangement with NebuAd in June 2008.17 The company has now
virtually disappeared, but the enticing business of consumer tracking remains an attractive proposition
for many ISPs.
In the cases of Comcast and NebuAd, consumer interests won the battle, though the war is far from
over. The manufacturers of DPI equipment are committed to selling tools for network monitoring and
discrimination, and were not deterred by the Comcast and NebuAd debacles. The debate over the use
of DPI has only begun. Appropriate uses of DPI technologies do exist. But the applications we have
seen thus far are not encouraging, and the burden of proof for their benefit rests squarely with the
network operator.
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T h e P r e s e n t D ay:
P r i o r i t i z at i o n o n t h e I n t e r n e t
Cox Communications
Despite the examples of Comcast and NebuAd, other providers are instituting discriminatory network
management practices. The most high-profile of these is Cox Communications. Cox operates a cable
network, which by design shares bandwidth among a large number of users. When the network
becomes congested at peak usage times, the user experience suffers. Cable operators therefore have
an incentive to figure out a way to manage traffic to ease the congestion by discouraging bandwidthintensive uses of the network – thus avoiding further investment in physical network upgrades. In the
short term, practices that target specific uses or users may well improve consumer experiences. But
in the long term, these management practices may hurt innovation in high-bandwidth applications,
reduce consumer choice and shackle the free market of Internet content and services.
Cox is currently engaging in trials of a new network management system that uses DPI to identify
traffic from various Internet applications, and then chooses which applications deserve high priority
and which can be slowed down. Cox has not deployed these systems across its network, but is currently
testing them on subscribers in Kansas and Arkansas. Cox may be well-intentioned in trying to ensure
that a congested network still performs well for users. But questions remain as to why the provider
opted for this system rather than adopting the network management practices publicly disclosed by
Comcast after the FCC decision. In contrast to Cox’s system, Comcast’s current network management
practices slow down all traffic from high-bandwidth users, rather than traffic from specific highbandwidth applications.18
If extended to a network-wide practice, Cox’s network management system would set an alarming
precedent that a service provider may choose how different applications are treated. This practice
takes away user choice and threatens to diminish the innovation at the edges that has long made the
Internet valuable. Although Cox may not choose to use that power for commercial purposes, business
models designed to take advantage of discrimination will emerge. These future ramifications should be
seriously considered in analysis of the Cox tests or of any other company in pursuit of similar activities.

Queuing Winners and Losers
Prioritization in the Cox system is performed through traffic queuing. Queuing is normal behavior
on the Internet – every modern router has a queue. Ordinary network operation queues packets for a
second or two during bursts of usage to maintain smooth and fast traffic flow. Default queues on the
Internet operate under what is known as the “best efforts” model: The router forwards the packets at
the front of the queue as fast as it can; if the queue is overwhelmed, some packets are lost. This is why
the Internet is sometimes referred to as a “best efforts” network.
Although the full details have not been publicly disclosed, based on Cox’s initial statements, Cox’s
new system splits the normal queue into two queues: “less time-sensitive” or low-priority traffic and
“time-sensitive” or high-priority traffic.19 The system identifies the application from which the traffic
originates through the use of DPI technology. It then selects a queue based on the time sensitivity
6
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of the application, as determined by Cox. The system sends the traffic from the low-priority queue
through the router less frequently than from the high-priority queue.
By placing the two types of traffic into separate queues in the router, Cox’s system can speed up certain
uses of the Internet at the expense of others. For example, Cox might choose to forward three packets
from the low-priority queue for every seven it forwards from the high-priority queue. Another approach
would be one in which the system sends any and all packets from the high-priority queue before
sending any from the low-priority queue.20 The result of either approach, from the user’s perspective,
is that some applications will work better than others. In some cases, the differences may not be
perceptible – but in other cases, they would be.
Cox hopes that the delays on low-priority traffic will be minimal – on the order of milliseconds. If
delays are limited to a tiny fraction of a second, the harm to the user should be minimal. However,
queues any longer than a few seconds are significantly harmful to the normal operation of the Internet.
Network applications generally treat packets as lost if an acknowledgement of receipt has not been
received by the destination within a couple of seconds. With most applications, this causes the original
sender to resend the packet. Additionally, routing protocols and devices often treat late packets as
expired, and will drop them and wait for the sender to retransmit the data. If it takes too long for
packets to be sent, the use of the queue will in fact generate additional congestion rather than limiting
it. Cox’s system can avoid a large queue delay by aggressively dropping old packets – but that also leads
to retransmission of packets. The result could be both a highly inefficient network, and a frustrated
user experience as a result of even longer delays.
Internet users and policymakers should monitor closely whether the trial run of this new DPI
equipment produces more harm than good. Although it may reduce congestion in some circumstances
and allow some applications to function better, putting some applications into a fast lane may cause
other applications to work poorly or not at all. And because of packet retransmission, Cox’s system
may ultimately cause more congestion, rather than less. Finally, and most importantly, the user has
no control over which of their applications are treated favorably and which unfavorably. Though
consumers can give feedback to Cox and alert them to problems in the new system, the power to make
changes will rest with Cox.

Risks to Innovation and the Internet
Cox’s DPI technology marks a major shift in the operation of the Internet. Instead of consumers and
application providers controlling traffic priority, the network itself makes the choice. Even assuming
a perfectly innocent motive, DPI-enabled prioritization opens a Pandora’s box of unintended
consequences. First, moving control over content into the network destabilizes the market for
applications and services by creating an artificial preference for one protocol or type of communication
over others. Second, other unexpected problems may arise with user experiences under DPI-enabled
prioritization because of varying uses of the same protocol or application by different users. Ultimately,
if we accept the use of non-standard network management regimes that discriminate against specific
applications, we risk a “balkanization” of the Internet – a world in which every ISP operates according
to its own set of rules. The result would be a hodgepodge of different networks instead of one unified
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and universal Internet, undermining the open platform and open market principles at the root of the
Internet’s success.
DPI-enabled prioritization puts innovation on the Internet at risk. Innovation in peer-to-peer protocols
has resulted in valuable new applications and businesses – such as BitTorrent DNA, Vuze and P2P Next
– based on the use of peer-to-peer for streaming video in particular. However, if all peer-to-peer traffic
is labeled low priority, efforts by these companies to provide a superior video streaming experience
will fail. Over time, application developers will steer clear of disfavored protocols and make services
that do not run afoul of the latest network management tools. This would create an artificial pressure
point in the market and misdirect innovation around barriers that have nothing to do with user choice.
It also might force application providers to pay for priority access to avoid being deprioritized and to
remain competitive. Finally, DPI-enabled prioritization might lead to an encryption arms race in which
disfavored applications would encrypt all traffic to evade identification by DPI. Such an outcome
would render the congestion-reduction purpose of DPI ineffective.
DPI-enabled prioritization also puts the user experience at risk. Consider the FTP protocol, declared by
Cox to be “low priority.” One person may use FTP to upload a photo album from a recent vacation to a
Web server to share with friends and family; another may use the protocol to upload real-time images
of a security system. The former can fairly be considered “low priority,” but the latter cannot. The service
provider, sitting in the middle of the network and using DPI to determine that the protocol in use is FTP,
cannot make that distinction – only the user can. Over the Internet, the relative urgency of traffic is not
best determined centrally, but by the host applications and users generating the traffic. If some traffic
needs or deserves prioritized treatment, the technical standards underlying the Internet provide a way
to do this, and to allow the user (rather than the network operator) to specify which traffic is important
and which is not, through the use of DiffServ or IntServ. These methods have the additional advantage
of not requiring the use of DPI, making the determination of priority faster and simpler.
It is easy to imagine a future when, in the pursuit of short-term benefits, network operators choose to
implement dozens of different DPI tools that discriminate against certain types of applications. ISPs
would apply a variety of tools based upon the particular characteristics of their networks, producing an
environment in which content, services and applications function differently from ISP to ISP. Consider
the example of Primus Telecommunications Canada. Primus has announced a network management
system similar to Cox’s, but using different classes and classifications of priority.21 Even if such a
system seems reasonable as a response to an individual company’s congestion problems, together, the
varying systems of multiple ISPs would break the Internet into a collection of distinct networks. Such
balkanization would place immense burdens on developers seeking to produce consistent and useful
applications and services. Such an outcome would be disastrous not only for the user experience, but
for all innovation and entrepreneurship on the Internet – a market that has always assumed an open
platform where any application will work across the global network of networks.
Given the range and risk of harms, Internet users and policymakers alike should be wary of permitting
a wide variety of DPI management tools to enter the market without scrutiny and investigation.
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ZillionTV: The future of discrimination?
Beyond the prioritization system employed by Cox, the future of discrimination on the Internet can be
previewed today through ZillionTV. The ZillionTV service streams video programming over Internet access
services directly to their subscribers, without the aid of any form of local storage or buffering – offering
instant availability of content.22 Subscribers to ZillionTV purchase an inexpensive box ($50), which may
contain little more than an Internet port and a video decoder, and pay no subscription fees. They can then
stream video programming content, for free, if they view a few minutes of advertisements per hour.23
ZillionTV serves the same purpose as mainstream over-the-top video services such as Hulu or Netflix’s
on-demand technology, with one distinct difference. To support 2.7 Mbps streams without any
substantial local caching while maintaining a steady, high-quality picture without glitches over currentgeneration broadband networks, ZillionTV requires assistance from ISPs.24
As it turns out, this assistance may be substantial. For starters, the ZillionTV box will only be available
for purchase through the ISP.25 According to one source, the ISP must provide “dedicated bandwidth”
that is “unaffected by any Net congestion that might degrade competing services.”26 Similarly, another
report claims, “Video wouldn’t actually traverse the public Internet; rather, ISP distributors would
collocate VOD servers in their own facilities for optimal performance.”27 Another article says that the
ZillionTV deal with Hollywood studios and ISPs hinges on the delivery of video through ZillionTV faster
than through Hulu or BitTorrent or other competing video delivery platforms.28
It may be that ZillionTV will turn out to be nothing more than an add-on to cable TV service – a video
product offered over the non-Internet portion of a local network. ZillionTV might use edge caching
and might be able to operate without any prioritization or DPI. But their marketing blurs the lines,
suggesting that ZillionTV may be transmitted over the Internet and gain advantages through DPI. The
details remain murky, but the potential problem is clear: ZillionTV could work by claiming part of the
Internet for its own use, and it would do so with the willing assistance of the ISP, which would assuredly
be rewarded for the effort. And, ZillionTV has at least one major ISP already lined up as a customer.29
ZillionTV’s analysis of its own behavior is worthy of note. ZillionTV justifies prioritization of streaming
video by citing Cox’s network management trial, contending that streaming video has been recognized
as a service that deserves extra “help.”30 Notably, if ZillionTV were not traversing the Internet, it would
not need the benefit of Cox’s network management practices. ZillionTV has not yet officially launched
its service, and some of its initial statements and reports appear contradictory. The alleged details of
prioritization and established deals with ISPs have yet to be substantiated.
But if the ZillionTV business model relies on DPI-enabled prioritization, it represents the forefront of
the next generation of discrimination on the Internet: carving out a portion of the once-neutral Internet
for special treatment of its own traffic. And if ZillionTV succeeds over Netflix, Hulu and other competing
services that operate over the “best efforts” Internet, it will have done so not because of superior
technology or new ideas, but because it broke the neutrality and nondiscrimination of the Internet.
Regardless of the credibility of the system, ZillionTV’s public messaging and the media attention it has
garnered hint that an entire industry waits in the wings to use DPI and discrimination to transform the
Internet into a mechanism to advance its business models. ZillionTV is the first of the dangers to peek out
from the Pandora’s box that will be opened if we allow DPI prioritization to operate unchecked.
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T h e F u t u r e : M o n i to r i n g
a n d M o n e t i z i n g T h r o u g h DPI
Network operators and affiliated organizations seek to frame the Net Neutrality debate in terms
of the need to manage congestion, to ensure that “fairness” exists among customers31 or to resolve
emotionally charged issues like dialing 911 with a VoIP service.32 Although helpful in presenting the
operators’ case to the public, these arguments disguise the true purpose of “network management,”
which is to support new tools and business models based on real-time monitoring and control of
Internet traffic.
These new tools and business models, including those of Comcast, NebuAd, Cox and ZillionTV, are
enabled by abuses of DPI. In fact, an entire electronics industry has arisen as this technology has
matured, creating equipment that is more affordable, efficient and sophisticated. These new devices have
been developed and marketed for their capacity to enable ISPs to monitor and monetize the Internet.
DPI technology itself need not be anti-consumer if it is used to resolve congestion or security problems
without harmful discrimination. But the value of DPI as marketed by prominent vendors derives
instead from real-time monitoring and control of the Internet, uses that are explicitly contrary to the
principles of an open Internet and to consumer choice.

Marketing DPI to Internet Service Providers
Marketing for DPI equipment extends well beyond private conversations with ISPs about the powers
and pitfalls of the technology. Publicly available marketing materials and statements by manufacturers
reveal that these devices are designed for ISPs to develop new methods to charge for individual uses
of the Internet. Consider Andrew Harries, CEO of Zeugma Systems, a DPI equipment manufacturer:
“Our view is that our customers’ most pressing concern is how to insert themselves into the over-thetop value chain,” he says.33 Harries’ vision is to “enable our customers to see, manage and monetize
individual flows to individual subscribers” – for example, “to deliver video quality over the Net, to
either a PC or a TV, that convinces consumers to pay a little extra to the broadband service provider.”34
A Telephony Online article describes Zeugma this way:
Zeugma enables service providers to sell QoS [Quality of Service] to content delivery networks
such as Akamai, insert customer-specific advertising into content for advertisers, charge
consumers for certain content and also get a percentage of sales from digital storefronts, as those
increase over a higher performing network.35

This elaborate marketing scheme is far from hypothetical. Zeugma partnered with Netflix and Roku
to demonstrate how Zeugma technology could guarantee Netflix movies reach customers faster than
other movie services. In one article, a Roku representative said a deal like this “gives broadband
service providers an additional product that they can use to increase per-subscriber revenue.”36 At the
same time, the article observes, it “remains to be seen how consumers will react to paying extra for
bandwidth they can already use now.”37 Network operators seem keen on exploring DPI’s potential
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to generate new sources of revenue. Prior to launching in May 2008, Zeugma had already established
trials with two North American Tier-1 providers.38

Allot Service Gateway: Pushing the DPI Envelope

Broadband Networks are Delivering More Than Ever

Broadband networks were originally designed to connect subscribers to the Internet at high speed. Carrier
and service providers who deployed these big pipes were not particularly concerned with the content of th
traffic flowing through them or the way the service was used. Today, the same broadband infrastructure is
being called upon to deliver data, voice, video and a variety of other content that has multiplied at a dizzyi
Source: Zeugma, http://www.zeugmasystems.com/solutions/applicationdrivenqos/default.aspx
pace. From VoIP to interactive gaming to streaming video news and entertainment, the Internet has quick
become an essential part of daily life for millions of people worldwide.

Another DPI equipment manufacturer, Allot, published a marketing brochure touting its ability to
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Figure 1: Service provider needs and available solutions as broadband enters next phase of market development
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The complexity of deploying numerous appliance-based solutions in the network cannot be underestimate
Often, single-purpose appliances do not fit well into the carrier environment in terms of reliability, scalabilit
and performance. These solutions tend to be devices designed for enterprise use and therefore do not
provide the throughput and subscriber awareness required in the service provider networks. In addition, th
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Openet, whose clients include AT&T and Verizon, makes a similar value proposition to carriers:
In an era when subscriber acquisition rates are declining, the focus of service providers is on
increasing profitability and competitiveness, which are largely dependent upon gaining visibility
into and control over the events and transactions on their networks. In fact, network activity is
a valuable resource that can be exploited to produce measurable business value by the savvy
service providers that have the expertise and technology to extract that value from it.46

Along these same lines, DPI firm Procera Networks markets a brochure titled, “If You Can See It, You Can
Monetize It.”47 Procera recently boasted they had added 120 new customers in the second half of 2008.48

If You Can See It
You Can Monetize It

Evolved DPI – See what’s flowing through your network
Source: Procera, http://www.proceranetworks.com/images/documents/procera_brochure_web_0620.pdf

The latest DPI assessment from the industry publication Light Reading parrots the device manufacturers’
claims: “Most important, [DPI] technology also offers service providers new ways of monetizing the
traffic on their networks.”49 Similarly, Cisco Systems writes, “[B]y identifying services that might be
riding an operator’s network for free, a provider can truly differentiate its own ‘branded’ VoIP service
traffic from best-effort traffic or extend QoS guarantees to that third party for a share of the profits.”50

DPI Shortchanges Consumers
Network providers can and will use DPI technology to improve their profits at the expense of their
customers. The technology permits network operators to reduce the amount they spend on network
upgrades by allowing them to oversell their networks while simultaneously increasing the amount
the average customer pays, through the creation of new revenue streams.51 Or, in marketing language,
providers want to “deliver customized service plans that increase customer satisfaction and reduce
churn.”52
Accuracy and Control Redefined

Yes, DPI can help alleviate problems of congestion in a network, thus improving the user experience.
But the same DPI technology – the same electronics equipment, in fact – also allows providers
to monitor and monetize every use of the Internet, and DPI vendors succeed by developing and
marketing this capability. These DPI systems may already be installed in some operators’ networks. A
Yankee Group analyst asserts that U.S. ISPs are currently deploying advanced DPI equipment, although
13
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many do not disclose it publicly.53 Through these secret arrangements, the DPI industry is experiencing
remarkable growth.54
Precedent, motivation and capability all exist for providers of wireline and wireless Internet services
to discriminate in the transmission of Internet content in search of new revenue streams. DPI now
offers capabilities far beyond simply protecting Internet users from harm, and the service providers
purchasing and installing DPI equipment are well aware of these possibilities.
If service providers flip the switch and turn on these control mechanisms, it might mean the end of
the Internet as we know it.
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